MMAMSITKA )
JUISL OBYYAIOIIMXCS OB THPOPMALIMOHHOI BE3OIIACHOCTH
NETEM

HEJIb34

1. Bcem mozipsi cooO1IaTh CBOO YacTHYI0 HHPOPMAILHIO (HacTOAIME UMs, (haMHIINIO, TeledoH,
ajipec, HOMeEp IIKOJIbI, a TaKke (HoTorpaduu CBOH, CBOCH CEMbH U Ipy3€eii);

2. OTKpBIBaTB BJIOKCHHBIC (l)aﬁHBI 3J'IeKTp0HH0171 IIOYTHI, KOrjga HE 3HACHIb OTIIPABUTECIIA;
3. Fp}/6I/ITB, IIpUaAUpPaThCA, OKa3bIBaTh JABJICHHUE — BCCTU ce0s HEBEKIINBO U arpe€CCMBHO,

4. He pacniopspkaiics JeHbraMu TBOCH CeMbH 0e3 pa3peleHns CTapIIuX - BCEra ClpalInBai
poauTeneit;

5. He BcTpeuaiics ¢ UHTepHET-3HAKOMBIME B pEaJIbHOM JKU3HH - TIOCOBETYHCS CO B3POCIIbIM,
KOTOPOMY JI0BEpSICILIb.

OCTOPOXHO

1. He Bce numryt mpasay. Yutaems o cebe HerpaBay B HTepHeTe — coo01u 00 ’TOM CBOMM
POAMTEIISAM WIN ONIEKYHAM;

2. llpurnamaroT nepenuchiBaThCsl, MTPaTh, 0OMEHUBATHCS - IIPOBEPH, HET JIM MO/IBOXA;
3. HezakoHHOe KonrpoBaHue ¢aiisioB B IHTepHETE - BOPOBCTBO;
4. Becernia paccka3biBail B3pOCIbIM O TTpo0JIeMax B CETH - OHU BCET/ia IIOMOTYT;

5. Ucnonp3yil HacTpolKK 0€30MaCHOCTH M MPUBATHOCTH, YTOOBI HE MTOTEPSATH CBOM aKKAyHTHI B
COILICETSAX U JIPYIHX NOpTalax.

MOXHO

1. YBaxaii 1pyrux rnojab30BaTeNe;

2. Ionw3yembess MHTEpHET-UCTOUYHUKOM - JIENIail CCBUIKY Ha HETo;
3. OTKpbIBail TONBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4, O6H_[8.TBC}I 34 IOMOMIBIO B3POCJIBIM - pPOAUTCIIN, OIICKYHBI U AAMUHUCTPAHA CaliTOB BCeraa
IMOMOT'YT;

5. Ilpoiigu oOydenue Ha caiite «CeTeBUYO0K» U MOJIY4H NacrlopT HUPPOBOro rpakaaHnHal

[Tucemo MunoGprayku Poccun ot 14.05.2018 Ne 08-1184
O HampaBieHUH HHPOPMALIUU
© Marepuan u3z CrnpaBoyHoii cuctemsl «OOpa3oBaHHE».

[TogpoGwuee: http://vip.lobraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbf0



http://vip.1obraz.ru/#/document/97/443572/po480/?of=copy-fabfc4bbf0

NHO®OPMALIMOHHAA MTAMATKA JUISA OBYUYAIOHINXCA

C KaX/IbIM T'OZIOM MOJIOACKH B MHTEPHETE CTAHOBUTHCS OOJIbINE, a MIKOJIBHUKH OJTHU U3 CaMBIX
aKTUBHBIX IT0JIb30BaTeneil Pynera. Mexay TeM, TOMUMO O'POMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET U NMPOoOIeMbl. DTa naMsATKa JJOJDKHA TOMOYb Tebe 0e301acHo
HaXOJIUThCS B CETH.

KomnbrotepHbie BUPYCHI

KoMIbroTepHbIii BUPYC - 3TO Pa3HOBUJHOCTh KOMIIBIOTEPHBIX IIPOTrpaMM, OTINYUTEIBHON
0COOEHHOCTBIO KOTOPOH SBISIETCSA CLIOCOOHOCTh K pa3MHOKEHHIO. B omoHeHue K aTomy,
BUPYCBHI MOT'YT IMOBPEIUTH WIHM MOJHOCTHIO YHHUTOXHUTH BCe (Qailibl U TaHHBIE,
HOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro ObliIa 3amyllieHa 3apaxEéHHas mporpaMmma,
a TaKk)Ke MOBPEIUTh WIH JaKe YHHUTOXKHUTH OTIEPAIIMOHHYIO CUCTEMY CO BceMH (paiiimamu B
nesoM. B GonbIMHCTBE CllyyaeB pacpoCTPaHsAIOTCS BUPYChI Uepe3 HHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX ITPOrpaMm:

1. Ucnonb3yii COBpEMEHHBIE ONEPALIUOHHBIE CUCTEMBI, UMEIOLINE CEPhE3HBIN YPOBEHD 3aLIUThI
OT BPEIOHOCHBIX IIPOrPAMM;

2. IlocTosiHHO ycTaHAaBIMBai MayTH (IIUQPPOBBIE 3aIIATKH, KOTOPHIE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCS C LENBIO JOPAOTKU MPOTrPaMMbl) U JIPyrue OOHOBJICHUS CBOEH ONepariiOHHON
cuctembl. CkaunBai uX TOJBKO ¢ ounmaipHoro caiita pazpaborunka OC. Ecnu cymectByet
PEKUM aBTOMATUYECKOTO OOHOBJICHUSI, BKIIFOYH €T0;

3. Paboraii Ha cBO€M KOMIIBIOTEPE IOJ1 ITpaBaMHU I0JIb30BaTENs, a HE aAMMHHUCTpATOpa. JTO HE
MO3BOJIUT OOJNBIIMHCTBY BPEIOHOCHBIX TPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM IEPCOHAIEHOM

KOMITBIOTEPE;

4. Ucnionb3yit aHTUBUPYCHBIE IPOrPaMMHBIE ITPOTYKThI M3BECTHBIX ITPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKHI JOCTYI K KOMIIBIOTEPY JUIsl IOCTOPOHHHUX JIUIL;

6. Mcnonp3yil BHEIIHKME HOCUTENHN HH(OpMaLIUY, Takue Kak (iemika, TucK win (aiin u3
UHTEPHETA, TOJIbKO U3 MPO(EPEHHBIX HCTOUHUKOB;

7. He oTKphIBail KOMIIbIOTEpHBIE (haiiiibl, TOTYyYEHHBIE U3 HEHAAEKHBIX UCTOYHHUKOB. [laxke Te
(aiinel, KOTOpbIe IpUCTIAT TBOM 3HAKOMBIN. JIydlle yTOUHH y HEro, OTIPaBIIsI JIU OH Te0e uX.

Ceru WI-FI
Wi-Fi - 510 He BHJI Tlepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb Opera, mapka. Eme B 1991

roJly HUAepiaHackas kommanus 3apeructpuponaia opern « WECAy, uto 0603Hagano
cinoBocodetanue «Wireless Fidelity», KOTOpbIN TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTD.



Jlo Hamero BpeMeHH JAoIIa Ipyras abopeBuaTypa, KOTopas SBJISIETCS TAKOH )K€ TEXHOJIOTHEH.
D10 abbpeBuarypa «Wi-Fi». Takoe HazBaHuMe OBLIO JaHO C HAMEKOM Ha CTaHAApPT BBICIIHI
3BykoBo#i TexHuku Hi-Fi, 4To B mepeBose 03Ha4aeT «BBICOKAsE TOYHOCTbY.

Ja, GecruiaTHBIN HHTEPHET-AOCTYII B Kade, OTEINSAX U adpPOINopTax SBISIETCS OTIUIHON
BO3MOXKHOCTBIO BbIX0J1a B MHTEpHET. HO MHOTHE 3KCIIEPThI CYMTAIOT, YTO 00IIe10CTyIHbIC Wi-
Fi cetu He saBnsAroTCs O€30II1aCHBIMU.

CogeTsbl 10 Oe30macHOCTH paboTe B 001Ie10CTyMHBIX ceTsax Wi-fi:

1. He nmepenasaii cBoro muunyro uHbopmaruio yepe3 odmenocrynubie Wi-Fi cetu. Paboras B
HUX, KeJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTHHBI M KaKHUe-TO HOMEpa;

2. Ucnionw3yii 1 0OHOBIISIN aHTUBHPYCHBIC POTPAMMBI M OpaHaMayep. TeM caMbIM ThI
o0e3omacuiib ceds 0T 3aKaYKU BUPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnionszoBannu Wi-Fi otkimoun ¢pynknuto «O0muit 1ocTym K (ailmaM u IpruHTEpaM».
JlanHast yHKIUS 3aKpBITa IO YMOJTYAHHIO, OJHAKO HEKOTOPHIE MOJIb30BATENN aKTUBHPYIOT €
ISl y10OCTBA MCTIOJIb30BaHUs B paboTe Ui y4ueoe;

4. He ucnonssyit myonuunsiii WI-FI nns nepegaun AMuHbIX JaHHBIX, HAIPUMEP IS BBIXOJIA B
COLMAJIBHBIE CETH WM B AJIEKTPOHHYIO MOUTY;

5. Mnomne3yit Tonbko 3amuiieHHoe coequHenue yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
azpeca BBOAM UMEHHO «https://»;

6. B MmobunsHOM Tenedone orkiroun ¢pyHkiuio «[loakmouenne k Wi-Fi aBromatudeckn». He
JIOITyCKali aBTOMaTHYECKOTO MOJIKITFOUYEHUS YCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero coracus.

COI_[I/IaJ'IbHBIe CCTU

CouuanbHbIE CETH aKTUBHO BXOJST B HAIIly KM3Hb, MHOTHE JIFOJIA PaOOTAIOT U KUBYT Tam
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUJLIIMAp/ YENIOBEK, UTO SIBISIETCS OJHOMN
CeZIbMOM BCeX JKUTeNEH TIaHeThl. MHOTHE MOJIh30BaTeNd HE TOHUMAIOT, YTO HH(pOopMaIusi,
pa3MeIeHHas UMY B COLIMATBHBIX CETSIX, MOXKET ObITh HaliJleHa U UCIIOJIb30BaHa KEM yroJIHO, B
TOM YHCIIe HE 00s13aTeNbHO ¢ OJIaruMu HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COMMAJIBHBIX CCTAX:

1. Orpanuyb criucok Apy3ei. Y TeOst B Ipy3bsiX HE TOJDKHO OBITH CIYYaHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amuMiail cBoro YyacTHYIO ku3Hb. He yka3piBail mapoiu, TesnedoHsbl, aapeca, 1aTy TBOETO
POXKACHUS U IPYTYIO JIMUHYIO HHPOPMAIHUIO. 370YMBIIUIEHHUKA MOTYT UCIIOJIb30BaTh JIaXke
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiiaii CBOIO permyTalHtIo - Iep>KU €€ B UUCTOTE U 3aJaBaii cebe BOmpoc: XOTel Obl ThI,
YTOOBI JpyTHe MOJb30BaTENH BUIEIH, YTO ThI 3arpyaews? [Tomxymaii, mpexae yeM 4To-To
OITyOJIMKOBATh, HAMMKCATh U 3aTPY3UTh;

4. Eciiv Thl TOBOPHIIB C JTKOJbMH, KOTOPBIX HE 3HACIIb, HE HCIIOIb3YH CBOE PEAIBHOE UMS U
JPYTyIo JUUHYIO0 HH(OPMAIMU: UM, MECTO JKUTENBCTBA, MECTO Y4eObl U poYee;



5. U36eraii pa3menienns ¢potorpaduii B UuTepHere, rae Thl H300pakeH Ha MECTHOCTH, T10
KOTOPOH MOXKHO OIIPEJEIINTH TBOE MECTOIIOJIOKECHNE;

6. [Ipu peructpanuu B CONUAIBHON CETH HEOOXOAMMO HCIIOIB30BATh CIIOKHBIC TIAPOJIH,
cocrosmume u3 OyKB ¥ (P U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. Jlns counaabHOU CETH, MOYUTHI U JPYTUX CAUTOB HEOOXOIMMO UCIIOIB30BaTh pa3HbIe MapOJIH.
Toraa ecnu T€0s1 B3TOMAOT, TO 3JIOYMBIIIICHHUKY TIOTy4YaT TOCTYI TOJIBKO K OJJHOMY MECTY, a
HE BO BCE CpPazy.

:‘)J'IeKTpOHHBIC JCHbI'

DJEeKTPOHHBIE JICHBI'H — 3TO OYEHb yJOOHBIN CIIOCO0 IIaTeXel, OJJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTSAT MOJYYUTh ITH JEHBIH.

:‘)J'IeKTpOHHBIe JACHBbI'M ITOABHUIINCHh COBCEM HEAABHO U UMCHHO H3-3a 3TOI'0O BO MHOT'MX
rocyaapCTBax A0 CUX IMOP HEC NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccum xe oHu (I)YHKI_[I/IOHI/Ip}/I-OT " O HUX YK€ IIPOIMMCAHO B 3aKOHC, I'’/IC UX PA3ACIIIIOT HAa
HECKOJIBKO BHUJ0B - aHOHMMHBIC 1 HC aHOHUMHBIC. Pa3H1/1ua B TOM, YTO aHOHHUMHBIC - 3TO TC, B
KOTOPBIX PaspCIacTcCAa IMMpOBOAXUTL OIICpallhun 0e3 I/I,Z[CHTI/I(i)I/IKaLII/II/I II0JIB30BAaTClIA, a4 B
HCAaHOHMNMHBIX I/II[eHTI/I(i)I/IKaIII/II/I I1OJIE30BaTEIA SIBISICTCSA 00I3aTCIILHOM.

Taxxke cinenyeT pa3nnyarhb 31EKTPOHHbIE (PUATHBIE AEHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U JICKTPOHHBIE He(UATHBIC ACHBI'H (HE PAaBHBI TOCYIapCTBEHHBIM BAIOTAM).

OcHOBHBIE COBETHI TI0 0€30MaCHOI paboTe ¢ IEKTPOHHBIMH JICHbIaMH:

1. ITpuBsiku K cueTy MOOUIIBHBIN TesneoH. ITO caMblii y10OHBIN U OBICTPBINA CIIOCOO
BOCCTaHOBUTH J1OCTYI K cueTy. [IpuBsa3anHblii TeneoH NOMOXET, eciu 3a0yAelb CBOI
IUTATEXHBINA NTApOJIb WIIU 3aiICIIb HA CAliT C HE3HAKOMOI'O YyCTPOUCTBA;

2. Ucnonb3yit ogqHopa3oBkie mapoiu. [locie nmepexona Ha YCUIIEHHYIO aBTOPU3AIIUIO Te0e yxke
He OyJIeT yrpokaTh OMACHOCTh KPaXKH MIIM MepexBaTa MIaTeKHOTO MapoJis;

3. Beibepu cnosxHbli mapons. [IpectynHukam OyneT He MPOCTO YraaTh CIOKHBINA MapoJib.
Hanexubie maponu — 3T0 maposiv, KOTOphIE CoJIepKaT HE MEHEe 8§ 3HAKOB U BKIIFOYAIOT B Ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, TU(PHI U HECKOJIBLKO CUMBOJIOB, TaKHE KaK 3HAK J0JUIapa,
¢dbyHTa, BOCKIHIATENIbHBIN 3HaK U T.11. Hanmpumep, StROng!;;

4. He BBOAM CBOM JINYHBIE JaHHBIE HAa CaliTaX, KOTOPBIM HE JI0BEPSICILIb.

ONEeKTpOHHAas NOHTA

DNEKTPOHHAs IOYTa — 3TO TEXHOJIOTHUS U NMPEAOCTABIISIEMbIE €10 YCIYTH 110 IEPECHUIKE U
MOJIYYEHUIO AJIEKTPOHHBIX COOOIICHHH, KOTOpPBIE PacTIpeEsIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AMEKTPOHHBINA MOYTOBBIN SIIUK BBITJISIIUT CIIEIYIOIUM 00pa3oMm:
UMs_TI0Jb30BaTeNsA(@uMsl_oMeHa. Takke Kpome nepeayu MpocToro TeKCcTa, UMeeTcs

BO3MOXKHOCTb MepeaaBaTh (paisbl.

OCHOBHBIE COBETHI 110 6€30TacCHOM padOTe ¢ ANEKTPOHHOU MTOYTOM:



1. Hanto BbIOpaTh mpaBUIIbHBIN MTOYTOBBIHM cepBHC. B HHTEpHETE €CTh OrPOMHBIN BEIOOP
OeCIUIaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO Jy4IIE JOBEPATh TEM, KOI'O 3HACIIb U KTO IIEPBBIH B
pEUTHUHTE;

2. He yka3biBaii B TMYHOM Mo4YTe JIMYHYIO HH(popMaruo. Hanpumep, rydrie BEIOpaTh
«MY3BIKaTbHBIN (paHaT@» i «pok2013» BMecTo «remal3y;

3. Mcnonp3yil 1ByX3TallHYIO0 aBTOPU3ALUI0. JTO KOI'/Ia IOMUMO IapoJisi HY>KHO BBOAUTD KO/,
npuchUIaeMbii 1o SMS;

4. Beibepu ci10KHBIN naposib. J{J1s Kak10T0 OYTOBOTO SITUKA TOJDKEH OBITh CBOM HAJICKHBIMH,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOXKHOCTh HalucaTh CaMOMY CBOM JIMUHBIA BOMPOC, UCTIONIB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX AIIMKOB. [IepBbIil 17151 YacTHOW MEPENUCKU C aapecaTaMu,
KOTOPBIM Thl JOBEPSAELIb. DTO MIEKTPOHHBIN apeCc HE HAJ0 UCIIOIb30BaTh IPU PETUCTPALlUU HA

dopymax u caiitax;

7. He oTkpsbiBaii (paiinel v Apyrue BIOKEHHUS B MUCbMAaX Ja)Ke €CIIM OHU MPHIIITH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe 3TH (haiiiibl,

8. ITocie okoH4aHUs pabOTHI HA ITOYTOBOM CEPBHUCE TIEpe]] 3aKPHITUEM BKIIAJKU C CAUTOM HE
3a0y1p HAXKaTh Ha «BBIATIY.

KubepOyiiHT il BUPTYaJIbHOE U3IEBATEIHCTBO

KubepOymuHr — mpecieoBaHue COOOMICHUSIME, COACPIKAIUMHU OCKOPOJICHUS, arpecCHio,
3allyrMBaHKE; XYJIUTAHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C TOMOILBIO PA3JIMYHBIX UHTEPHET-
CEpBHUCOB.

OcHOBHBIE COBETHI IO OOPbOE ¢ KNOEPOYIITMHIOM:

1. He 6pocaiics B 0oif. JIyummmii crioco0: mocoBeToBaThcs Kak ceOst BECTH U, €CIIU HET TOT0, K
KOMY MOXHO 00paTHTbCsS, TO BHaYalle yCIOKOUThCs. Eciiu Thl HaYHeb OTBeYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO eIle OOJIbINe pa30XiKellb KOH(IUKT;

2. Yopasinsaii cBoel kubeppenyranuei;

3. AHOHMMHOCTb B ceTd MHMMasi. CylIecTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTout BecTH XynuraHckuil oOpa3 BUpTyalibHOM ku3HHU. IHTEpHET puKcupyeT Bce TBOU
JIeMCTBUS M COXpaHAET UX. Y JauTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. ColOmroaii CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyii equHIYHbIN HeratuB. OJTHOPa30BbIe OCKOPOUTENbHBIE COOOIICHUS JTyyYllie
UrHOpupoBaTh. OOBIUHO arpeccus MpeKpallaeTcs Ha Ha4yaaIbHOU CTaIuH;



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B COIIMATTBHBIX CETIX
€CTh BO3MOKHOCTb OJIOKHPOBKH OTIIPaBKU COOOILEHUH C ONPEIETICHHBIX aJpEeCcoB;

8. Ecinu ThI cBUzETENH KNOCPOYIUTMHTa. TBOM AEHCTBUS: BRICTYIIHTH IPOTHB MIPECIICIOBATEIS,
MOKA3aTh €MY, YTO €T0 JICHCTBHUS OIICHUBAIOTCS HETATHBHO, MOJIJICPXKATh KEPTBY, KOTOPOH
HYXXHA [ICUXO0JIOTUYECKast IOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO NOBEJICHHS B
CETH.

MoOwibHbBIN TenehoH

CoBpeMeHHbIE cMapT(HOHBI M ITAHIIETHI COJIEPKAT B ceOe BIOJHE B3POCIBbIA (YHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYPHUPOBAThH CO CTAIMOHAPHBIMU KOMIbIoTepamu. OTHAKO, CPENICTB
3alIMTHI I TOJJOOHBIX YCTPOUCTB IMOKA OYCHb MaJlo. TecTUpOBaHKE U TIOUCK YA3BUMOCTEH B
HUX MPOUCXOUT HE TaK MHTEHCUBHO, Kak 1tst 1K, To sxe camoe kacaeTcsi 1 MOOMIIBHBIX

IIPUIIOKEHUN.

CoBpemeHHbIEe MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJIbHbBIE aHAIOTH, OJIHAKO
pacupeHue (yHKIMOHAJIA BJIEYET 3a COO0M OOJIBIIYIO CIOXKHOCTh U MEHBILYIO 3aLUILIEHHOCTb.

,Z[aJIGKO HC BCC IIPOU3BOAUTECIIN BBIITYCKAIOT O6HOBJI€HI/I$I, 3aKpPbIBAIOIIUC KPUTHYCCKUC
YA3BUMOCTHU U1 CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JJIA 0€e30I1aCHOCTH MOOUIBLHOTO Teﬂe(bOHaZ

1. Huuero He sBIIsIeTCs MO-HACTOsIIIEMY OecIiaTHRIM. Bynib ocTopokeH, BeAb Kora Tedoe
npeiaraT OecriaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHUE-TO TUIATHBIE YCIYTH;

2. Aymaii, mpexje 4eM oTnpaButb SMS, hoTo mnu Buaeo. Thl TOUHO 3HACIIB, TJ€ OHU OYAYT B
KOHEYHOM HUTOTE?

3. Heo6xo1umo 0OHOBIIATH ONEPallMOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Vicnonp3yit aHTUBUPYCHBIE POTPaMMBbI JIs1 MOOMITBHBIX TeJIe(hOHOB;

5. He 3arpy>1<a171 IMPUITOKCHUSA OT HCU3BCCTHOI'O UICTOYHUKA, BEAb OHHU MOT'YT COACPKATh
BPCAOHOCHOC TPOIpaMMHOC O6CCHC‘-ICHI/IC;

6. [Tocne TOro Kak ThI BBIAENIb C caiiTa, T/ie BBOAWI JUYHYIO HHGOPMAIUIO, 3aiiI B HACTPOUKH
Opaysepa u ynanu cookies;

7. HepI/IOI[I/ILICCKI/I HpOBCprﬁ KaKHC IVIATHBIC YCIIYT'M aKTUBUPOBAHBI HA TBOCM HOMCPCE,

8. JlaBaii cBOi1 HOMEp MOOHILHOTO TenedOHA TOJIBKO JIOASIM, KOTOPBIX Thl 3HACIIH U KOMY
JIOBEPSIEIIIb;

9. Bluetooth nomken ObITh BBIKITIOUEH, KOT/Ia Tl KM HE MOJb3yenibes. He 3a0biBail nHoT 12
MIPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - TO KPaCOYHbIE, 3aXBATHIBAIOIINE PA3BICUEHUS, 00bETUHSIONINE
COTHH ThICSY YEJIOBEK M0 BceMy Mupy. rpoku uccneayror JaHHbIH UM MHp, OOIIAIOTCS IPYT C



APYroMm, BBITOJHAIOT 3aJaHusd, CPAKAOTCA C MOHCTpAMHU U MOJIYYarOT OIIBIT. 3a YAOBOJILCTBUC
OHHU IIJIATAT: MMOKYIIAT AUCK, OIIJIaYWBAIOT a0OHEMEHT TN an06peTa}0T KaKHue-TO OIIIHH.

Bce st cpeacTtBa HAYT HA NOAACPKAHNEC U pa3BUTUC UI'PHBI, 4 TAKXKC Ha CaMy 0€30IaCHOCTb:
COBCPHICHCTBYIOTCA CUCTCMbI daBTOPHU3allUH, BBIITYCKAOTCA HOBBIC IMATYU (HH(prBBIG 3allJIaTKH

JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OracaTbCqa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXu TBOCTO
mapoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMaA aBTOpHU3allun OONBIIMHCTBA Hrp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedst I0X0 WK co3aaeT Tede HePHUIATHOCTH, 3a0JI0KUPYH ero B
CIIMCKE UTPOKOB;

2. HO)KaHYﬁCH AIMUHHUCTpAaTOpaM HMI'PbI Ha IJIOXO0E ITOBCACHUC 3TOI'0 UI'POKa, KCJIATCIIHHO
IMPUIIOKUTH KAKHUC-TO JOKA3aTCIIbCTBA B BUAC CKPUHOB;

3. He yka3sbiBaii 1runyro nHGOpMaIuio B mpodaiiie urpsl;
4. YBaxail Ipyrux y4acCTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uiMaibHbIE TTATYU U MO/IBI;

6. Ucrionb3yit C0XHBIE U pa3HbIC MapOJIU;

7. Jlaxxe BO BpeMsI UT'PBl HE CTOUT OTKJIIOYaTh aHTUBUPYC. I10Ka ThI Urpaenib, TBOM KOMIIBIOTEP
MOTYT 3apa3HTh.

DdumuAT 1IN Kpaxa JUYHBIX JaHHBIX

OObIYHOM Kpakel IeHeT U IOKYMEHTOB CEroHs y’Ke HUKOTO He YUBUIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 37I0YMBIILIEHHUKU IEPEMECTHIIMCH B UHTEPHET, U IIPOJOJIKAIOT
3aHUMATbCS WTHOOMMBIMY JIEIOM.

Tak nmosiBUIIach HOBas yrpo3a: HHTEpHET-MOILIEHHUYECTBA WK (DUILUHT, TJIaBHAs 1[eJIb KOTOPOTOo
COCTOUT B TTOJIy9€HUH KOH(PUICHIIMATBFHBIX JTAaHHBIX TOJIh30BaTENel — JIOTHHOB U mapoJeid. Ha
aHrIMickoM s3bike phishing unraercs kak gummHr (ot fishing — peiOHas oBid, password —
MapoJib).

OcHOBHBIE COBETHI IO 60pbOE ¢ (PUITMHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThI 0J103peBaeliib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
He00X0uMO 3a0JI0KHPOBATh €€ U COOOIIUTh aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpee;

2. Ucnonw3yit 6e30macHbie BEO-CaThI, B TOM YHCIIE, MHTEPHET-MAara3nHOB M MTOUCKOBBIX CUCTEM;

3. Ucnons3yit ciioxHbIe U pa3HbIe Tapoiid. TakuM 00pa3om, eciau TeOst B3IOMAIOT, TO
3II0YMBIIIJICHHUKHU TOTyYaT TOCTYI TOJIBKO K OJHOMY TBOEMY MPOQIIIIO B CETH, a HE KO BCEM;



4. Ecniu Te0s B3110Mai, TO HEOOXOAMMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
J00aBJICHBI y T€OS B IPY3bsX, O TOM, UTO T€Os B3IOMAJIA U, BO3MOKHO, OT TBOEr0 UMEHH OyIeT
pacchlIaThCs CIaM U CCHUIKH Ha (PUIIMHTOBBIE CANTHI;

5. Ycranosu HanexHbli naposs (PIN) Ha MOOHIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEeHHUE MapoJisi B Opaysepe;

7. He oTkphiBaii (paiinel U Apyrue BIOKEHUS B MUCbMaxX Ja)Ke €CJIM OHM MPHILLIN OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haiiibl.

[{udposas penyranus

[{udposast penmyTranus - 5T0 HEraTUBHAs WM MO3UTHUBHAS HH(OpMaLUS B ceTH O Tebe.
Komnpomerupyromias nHpopmaius pa3MelieHHasi B UHTEPHETE MOXKET CEPhE3HBIM 00pa3zoM
OTPa3UThCs HA TBOEH peanibHOM *ku3HU. «[udpoBas pemyTanusy - 3T0 TBOH UMUK, KOTOPBIH
dopmupyercs u3 nHpopmamu o Tede B MHTEPHETE.

TBoe mecTo KUTCJILCTBA, y‘Ie6BI, TBOC (1)I/IH8.HCOBO€ ITIOJIOKCHUC, 0COOEHHOCTH XapakKTepa u
pacCcKasbl O OJIM3KHUX - BCE 3TO HAKAINIMBACTCSA B CETH.

MHorue moJIpoCTKH JIETKOMBICIIEHHO OTHOCSATCS K ITYOJTUKAIIMH JTHYHOW HHPOPMAIIH B
HuTepHeTe, He MOHMMAst BO3MOXKHBIX MOCIEeNCTBUM. ThI 1a)e He CMOKEIb 10TaJaThCs O TOM,
4To (oTorpadusi, pazMemIeHHas 5 IeT Ha3aj, cTaja IPUIYNHON 0TKa3a MPHUHATH TeOs Ha padoTy.

KommenTapuu, pa3menienue TBoux Gororpaduii u gpyrue AeicTBUs MOTYT HE HCUE3HYTh Jaxe
MOCJIE TOTO, KaK Thl X YJAIHIIb. Tbl HE 3HACIIL, KTO COXPAHIII 3Ty HH(POPMALINIO, TOTaja JIx
OHA B IMOMCKOBBIE CUCTEMBI M COXPaHUIIACh JIU OHA, a TJIABHOE: UYTO MOIyMaloT O Tebe
OKPY>KaloIllee JIF0/Id, KOTOPhIEe HAUAYT M yBUAAT 3T0. HaliTn nHdopmaiuio MHOTO JIET CIIyCTA
CMOKeET JIt000i1 - Kak U3 100phIX TOOYKICHH, TaK U C HAMEPEHHEM MMPUYUHUTE Bpel. ITO
MOET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI IO 3alIUTE LIUPPOBOIN penmyTaliu:

1. ITogymaii, mpex e 4eM 4To-To MyOIMKOBaTh U NepeaaBath y ceOs B OJ0re UM B COLUANTBHOM
CeTH;

2. B HacTpoiikax npoduis yCTaHOBU OTPaHUUYEHUS Ha POCMOTP TBOETO MPOQHIIS U €ro
COAEP)KUMOTO, CIETal €ro TOJIBKO <«IJIs IPY3ei»;

3. He pa3mMemnaii 1 He yka3piBail ”HPOPMAIIMIO, KOTOPAsi MOXKET KOTO-THMO0 OCKOPOISATH UITH
00MXKaTh.

ABTOpCKOE IIPaBO
CoBpeMeHHbIE IIIKOJIPHUKH- aKTUBHBIE MOJIB30BaTeNH IU(PpoBOTO TTpocTpancTBa. OHAKO
JIaJIeKo He BCE 3HAIOT, YTO MOJIb30BaHWE MHOIMMHU BO3MOXKHOCTSMH IIU(PPOBOro Mupa Tpedyer

coOI0IeHHsI TPaB HA MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMUH «HMHTENIEKTyallbHast COOCTBEHHOCTHY» OTHOCHUTCS K Pa3TUYHBIM TBOPEHUSIM
YEJI0BEUYECKOr0 yMa, HauYWHasl ¢ HOBBIX M300pETEHUH U 3HAKOB, 0003HAYAIONTUX COOCTBEHHOCTh



Ha NMPOJYKTHI U YCIYTH , U 3aKaHYMBast KHUTaMH, poTorpadusiMu, KHHOPHIbMaMU U
MY3bIKaJIbHBIMU ITPOU3BEICHUSIMM.

ABTOpCKHeE IpaBa - 3TO MpaBa Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BECHHS HAYKH,
JUTEpaTyphl U UCKyCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAUECTBE FAPAHTUU TOT'O, YTO
MHTEJJIEKTYaIbHBIH/ TBOPUECKUN TPY/ aBTOpa HE OyAET HallpacHbIM, 1aCT €My CIPaBeINBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3y/bTaTax CBOEro Tpy/a, MOJYyYUTh U3BECTHOCTh M IPU3HAHUE.
Huxkto 6e3 pa3penienus aBTopa He MOKET BOCIIPOU3BOJUTH €T0 MIPOU3BEACHUE, PACIIPOCTPAHATD,
MyOJIMYHO IEMOHCTPUPOBATH, IPO/IaBaTh, UMIOPTHUPOBATH, IIyCKaTh B MPOKAT, ITYOJIUIHO
UCTIOJIHATH, IOKA3bIBATH/UCHIOIHATH B AHpe U pazmemiaTs B IHTepHeTe.

Hcnonp30BaHne «ITHPATCKOTO» MPOrPAMMHOTO 00ECIIeYeHUsI MOXKET IPUBECTH K MHOTUM
pHCKaM: OT IOTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKH TBOETO yCTPONCTBA, Ille
YCTaHOBJICHHBIH HE JierajgbHast mporpamma. He ctout Taxxe 3a0bIBaTh, YTO CYIIECTBYET
JerajibHble U OecIIaTHbIE IPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane
CereBH4OK.p( - TBOM TJIABHBIN COBETYHK B CETH. 3/IECh Thl MOKEIIIh Y3HATH O 0€30ITaCHOCTH B
CETH TIOHSATHBIM M JOCTYITHBIM SI3bIKOM, & IIPH BO3HUKHOBEHUW KPUTUYECKON CUTYAIHH

00paTUTHCS 32 COBETOM. A Tak)Ke MPHUHSTH y4acTHe B KOHKYPCaX U CTaTh CaMbIM ITU(POBBIM
rpaxxaaHuHOM!

[Tucemo Munobpuayku Poccuu ot 14.05.2018 Ne 08-1184 "O nampasnenuu nnpopmanuu"



